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e-GGRT Tutorial:
Basic User Registration

This information is provided by EPA solely for
informational purposes. It does not provide legal
advice, have legally binding effect, or expressly
or implicitly create, expand, or limit any legal
rights, obligations, responsibilities, expectations,
or benefits in regard to any person.
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* This tutorial applies to you If you need to:
— Register facilities or suppliers
— Prepare faclility or supplier reports
— Sign and submit facility or supplier reports
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CENTRAL DATA
EXCHANGE

. Before you begin, you should be aware that some people may not need to create a
new user account to use e-GGRT.

. If you already have a user account with the EPA Central Data Exchange (or CDX),
you can use that user account to log into e-GGRT.

. If you already have a CDX account, please stop this tutorial and instead view the e-
GGRT tutorial for user registration for CDX account holders.
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e-GGRT Login Page

To access the e-GGRT login page,
use your web browser to go to:

https://ghgreporting.epa.gov
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Welcome to EPA's electronic Greenhouse Gas
Reporting Tool

About e-GRET

EPA's Electronic Greenhouse Gas REporting Tool (e-GRET) supports facility and
supplier reporting for the Mandatory Reporting of Greenhouse Gases Rule. The rule
reguires electronic reporting of greenhouse gas (GHG) emissions from large sources
and suppliers in the United States,

Additional infarmation on e-GRET

Warning Notice

EPA's e-GRET Registration procedure iz part of a United States Environmental Protection Agency
[EP&) computer system, which is for authorized use only. Unauthorized access or use of this
computer system may subject violstors to criminal, civil, andior administrative action. Al information on
this computer system may be monitared, recorded, read, copied, and disclozed by and to autharized
personnel for official purposes, including law enforcement. Access or use of this computer system
by any person, whether authorized or unauthorized, constitutes consent to these terms.

EPA will uze the personal identifying information wwhich you provide for the expressed purpose of
registration to the Central Data Exchange site and for updating and correcting information in internal
ERA databaszes as necessary. The Agency will not make this information svailable for ather purposes
unless required by law . EPA does not sell or atherwize transfer perzonal information to an outside
third party. [Federal Register: March 18, 2002 (Yolume 67, Number 527][Page 12010-12013]
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e-GRET LOGIN

User name: | |

Password: | |

Forgot your User name or Password?

New e-GRET Users Must Register
Mew users must complete a one-time
registration process. After establishing a
user account you can register your
facility.

NEW USER REGISTRATION

You are already registered if...

You have a CDX Account

If you have an existing CO¥ VWeb
account, login above with your COX
Username and Passwaord.

This is the e-GGRT
login page.

To register as a new
user, click the green
button labeled NEW
USER
REGISTRATION.
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E-GGRT will now guide
you through the user

About the e-GRET One-time User Registration Process

SHOULD YOU REGISTER T0O USE e-GRET? You are already registered if: reg iStration prOCGSS
‘ou will need to create an e-GRET user accaunt, If you plan ta register or represent ;E‘}'{ ha;e %gg')lf Account. denth
a Facility or Supplier affected by EPA's Wandatory Greenhouse Gas Reparting Rule. el = arelintenate s olthat i
¥ PR ¥ ¥ ey bath will wark with your existing GO descrlbed here .
If you are uncertain, the Applicability Tool may help you assess whether your facility account.

is reguired to report greenhouse gas (GHG) emissions. Mote that information tailored

to Suppli d ather affected entiti |so be found there. Login to e-GRET with your username H H
o Suppliers and other affected entities can also be found there ang Favoword. ¥ To begln, CIICk the

— button labeled BEGIN
User Registration Process
REGISTRATION.

Create User Profile Enter identifying infarmation (name, address, contact information); set your
username, password, and a secret password reset guestion.

Pick Challenge Questions Pick, and supply answers to, five challenge questions. You will be asked one of
these questions anytime you certify and sign a submission in e-GRET.

Electronic Signature Print the Electronic Signature Agreement (ESA). Sign the form, then mail or
Agreement courier to EPA,

© €@

You will not be able to use e-GRET until EPA has received and processed this
paper agreement with your signature.

@ Print Summary Print the summary of your registration for your records. If you have gquestions
regarding your registration, including the status of your ESA, you can refer to this
document.
Start Using e-GRET EPA will not activate your account until your ESA has been received and

processed. An account activation notice will be sent to the email address you
used for registration. You will then be able to use e-GRET.

BEGIN REGISTRATION

EPAHome | |
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CAMD Business Systemn Lser

ARE YOU A DR, ADR, OR AGENT FOR A CAMD BUSINESS SYSTEM (CBS) FACILITY?

The Designated Representative (DR) for a facility reporting under both 40 CFR
Part 75 and Part 98 (Mandatory Reporting of Greenhouse Gases) must be the
same individual. This requirement also applies to the Alternate Designated
Representative (ADR).

Ifyou are a DR or ADR in CBS, e-GGRT will save you time by importing your CBS
facility data into e-GGRT.

Ifyou have a CBS user name and password, e-GGRT will save you time by
reusing your CBS Electronic Signature Agreement.

FPlease selectthe option that applies to you:

(® I am Mot a DR, ADR or Agent for a CAMD facility

1AM ADR OR ADR FOR A CAMD FACILITY AND...

O Ihave a CBS User Name and Password
(O Ido not have a CBS User Name and Password

1 AM AN AGENT FOR A CAMD FACILITY AND...
) I have a CBS User Name and Password
O I'do not have a CBS User Name and Password

CANCEL CONTINUE

The Greenhouse Gas Reporting Rule
has special reporting requirements for
facilities or suppliers that report to EPA
using the Clean Air Market Division
Business System or CBS.

If your facility reports to EPA using
CBS, and if you are identified as the
Designated Representative or Alternate
Designated Representative in CBS,
then you should stop this tutorial now,
and instead view the e-GGRT tutorial
for e-GGRT user registration for CBS
users .

Otherwise, click | am Not a DR, ADR or
Agent for a CAMD facility and
CONTINUE.
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EPA'S CENTRAL DATA EXCHANGE TERMS AND CONDITIONS Why Am | Using EPA’s Central
Data Exchange {CDX)?

The access and use of Central Data Exchange (COX) Registration for the electronic

submittal of environmental information reguire the creation of 3 user ID and passward

that | must maintain and keep confidential. | will review the following steps

concerning the creation and maintenance of a user D and password

By registering in e-GRET you are
creating a COX account. CDX is EPA's
designated system for handling
regulatory data submitted electronically
to EP& in compliance with the Cross
Media Electronic Reporting Rule
[CROMERR).

Warning Notice

EPA's Central Data Exchange Registration procedure is part of a United States Erwironmental Protection Agency (EPA) computer
systern, which is for authorized use only. Unauthorized access or use of this computer systerm may subject violators to criminal,
civil, and/or administrative action. All information on this computer system may be monitored, recorded, read, copied, and disclosed
by and to authorized personnel for official purposes, including law enforcement. Access or use of this computer systern by any
person, whether authorized or unauthorized, constitutes consent to these terms

Privacy Statement

EFA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data
Exchange site and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this
information available for other purposes unless required by law. EPA does not sell or otherwise transfer personal information to an
outside third party. [Federal Register: March 18, 2002 (volume 67, Number 52] [Fage 12010-12013]

Choosing a CDX Password
For CDX registration purposes, | agree to select a password which will not be easily guessed (e.g., my narme, my children's names,
birthdays, etc.).

This password will be at least sight characters long and contain & mix of letters and numbers

Protecting my CDX Password
| agree to protect my CDX password.

Pwill not divalge my password 1o any other individoal, [will not store it in an unprotected location; and | will not allow it to be written
into cornputer scripts to achieve autornated login

Limited CDX Software Distribution
Any distribution of software provided by the Environmental Protection Agency's Central Data Exchange shall be handled according
to any defined license practices

CDX provides tools which contains FIPS-validated REA BSAFE Crypto-J which is classified under Export Commodity Classification
Mumber (ECCN) 80002 "Encryption Software” referenced under CCATS GOS8795. This product is eligible for license exception ENC
under Sections 740,17 (A} and (B) (2) of the Export Administration Regulations (EAR). The exportation of this item classified by the
Bureau of Industry and Security (BIS) as 90002 "Unrestricted"” to foreign subsidiaries of US companies is permitted under this
licenze exception ("EMC "Encryption”). This license exception does not apply to the embargoed nations of Cuba, Iran, Morth Korea,
Sudan and Syria or any parties found on the various government denial lists including the Department of Commerce Denied Farties
List. For additional information and guidance regarding your use of this product, please refer to the United States’ standard
regulations for encryption at http: A, access. gpo.gowbis/earpdfF 40, pdf

Actions to take if my CDX Account has been Compromised
If | have determined that my COX account has become compromised, | agres to contact the COX Technical Support staff at 1-8358-
B890-1995 a5 soon as possible

Terminating my CDX Account

| agree to notify COX within ten working days if iy duties change and | no longer need to interact with the CDX on behalf of my
organization. | agree to make this notification via either the COX web interface or by notifying the COX Technical Support staff at 1-
835-800-1995. This notification will allow COX to deactivate my account and protect it from potentisl abuse by others

[ | have read and agree to the above terms and conditions

CANCEL CONTINUE

Please read carefully
the system usage
terms and conditions,
indicate your
agreement by clicking
the checkbox, and then
click CONTINUE.
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User Profile Challenge Questions Signature Agreement Print Surmmary

YOUR USER PROFILE

By cormpleting and saving this form you will establish your e-GRET user profile

NOTE: You will not be able to return to this screen, so please double-check the
information before you save

Title %[,

I

First Name *|Jnhﬂ

Widdle Initial |Q

Last Name *lF‘uhIm

ADDRESS INFORMATION

Organization {Employel}*h’gm Carparation 1

Mailing Address Line 1 *lagm Greenshora Dr

Mailing Address Line 2 |

CiW*lMcLeaﬂ
ZIP Code * 22102

Country | UNITED STATES v

CONTACT INFORMATION

E-mail *luseﬂ@ema\l com

Re-enter E-mail *luggn@emau com

Phone Humber *|555,555,5555

Phone Extention |

FAX |

UZER NAMWE & PASEWORD

Your user name may not contain spaces or symbols, Do not begin your user name
with a number.

User Name *|Tostilser

Your password must be at least 8 characters long and contain at least one number,
but do not start with a number, Do not use spaces of symbals in your password. Your
user name should not be part of your password

Pnswonl*l .........

Confirm Password *| .........

Your secret guestion and answer is used to authenticate you in situations where you
hawe fargotten your user name or password. Please enter a secret question which has
relevance to you and has an answer which is not easily guessed by others:

Password Reset Question *ngg]ugEﬂ |

Password Reset AllSW@f*lTesluseH |

[ canceL I save |

Reporting Tool

Please enter your user profile
information as shown,
including your name, mailing
address, email address,
telephone number and
optional FAX number.

The data entered on the user
profile will be used on the
Certificate of Registration.

Please enter a user ID and
password that you would like
to use for e-GGRT.

The system uses a secret
guestion and answer that can
be used later to verify your
identity. An example secret
question is “What is your
mother’s maiden name?”

Please enter a secret
guestion and secret answer
and click SAVE to continue.
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User Profile Challenge Questions Signature Agreement Print Summary Secret queStlon On the
YOUR FIVE CHALLENGE QUESTIONS preVIOus page’ the
Select and angwer five different Challenge Questions. When you use &-GRET to sign System uses Chal Ienge

a submission, you will be prompted to correctly answer one of these questions.

guestions and answers
lterms marked with # are required fields H
CHALLENGE QUESTIONS to. Support eIeCtronIC
Question 1% ywhat is the first and middle nama of your oldast sibling? ~| Slgnatu res. The System
Avewer ¥ Wik Rober | requires that you select

Question 2 *| Who is your favorite author? v|

Allswef?*|Hemingway | flve queStlonS frOm a
Question 3*|What is your favarite pet's name? "| IISt Of ChOICeS and

i S ' provide answers for
Question 4*|What was your high school's mascat? V| . .

Allswer4*|'|'iger | these flve queStlonS
Question 5*|What is your favorite Tv show? "| After yOU SpECIfy fIVe

Answer 5% | andy Griffith |

guestions and
answers, click SAVE to
continue.

10
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YOUR ELECTRONIC SIGNATURE AGREEMENT (ESA)

e-GRET requires an Electranic Signature Agreement (ESA). Y ou will not be able to
use e-GRET functionality until EPA receives this paper form. Please allow 10
business days for processing.

o e T
1. Print: ¥our Electronic Signature Agreerment Form E‘

Read your farm
Sign and date your form

Mlail your form to:
e-GRET ESA
1111 % Strest, MWW
Washington, DC 20005-4113

4. Wait for EPA to receive your form, after which you will receive an account
activation notice by email and can begin using e-GRET.

E-EERT,.'..?

Electronic Greenhouse Gas ‘
Reporting Tool

Next, please click on
the link that says “Your
Electronic Signature
Agreement Form” and
print the form.

11
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Fleclronic Signalure and Use Agreemenl Please Sign and date

the printed form. Your
The clectronic submittal of information te the United Statcs Eovironmaental Frotection Agency (EFA) roquires the p
crcation and maimtenance of a COX wser acconnt, [ have reviewnd and agres to the follawing conditions for the ascoss form can not be

and wzz of my account. .
processed without the

111 1 understand amd agree that [ will be held as legally bound, obligated. or responsible Tor any elecironically signed

subimission | make &5 | would be by making such submission in hardcopy form with my handwritten sigoature; Signatu re and date.

(21 1 agrae to maintain an emall account. 1f any ematl sont to me by EPA 15 ratumed as andeltverable. Twill explain .

why this accurred when requested by EPA; If your Electronic

(211 ageee Lo prelect ey user oaoee and password from wee by spyone except me. 1 will not divulge or delegate my S'g nature Ag reement
e e e L e s e | s lost, you can log into

. . » e-GGRT and print
(4] T agree Lo coalacl the EPA as suon as possible alle: suspecting oo delernuzioy thal my user name aml password
Brave bacons Jost, stolen, oo olherwise conpromised, e ol any olfi=r sscurily iecidenls; aod an Other One .

131 T agree not to attempt to Wiew. change, or delete data unless T hawe the authorization to do 5o, [ agres to behave in
an =thical and trustworthy manner and to be alert to throats to applications and data.

M Jane Smith

Liser namaa: sMITHITZ234
Organization: Teat Corporation
Email Address: smith@iest com
Slgnature: @ .-‘ﬁr ‘Fmﬁ

’ i Geptember 27, 2070

Please submit signed and dabed agreement
a-GEHL Help Desk
SAIC
4301 CGreensbore Drive, Mail Stop E-11-2
Melean, WA 22102
12
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o o o If you wish, you may
User Profile Challenge Questions Signature Agreement Print Surmmary prlnt a COpy Of th|S
SUCCESS! screen for your

QUESTIONS? You have successfully completed e-GRET Mew User Registration. While you may records_

Er - login to e-GRET at this time, you will nat be able to perform any further activity until
EPA receives your Electronic Signature Agreement (ESA) form and you receive an
Account Activation notice.

Click OK to continue.

PRINT this surarmary for your records:

Username  Testllzar
Registration Date 24 Way 2010
Name John Public
Organization (Employer) SAIC

Address 3301 Greenshoro Drive
Mclean, WA 22102, US

Email  userli@email.com
Phone Number 5555555555
FAX

If you need to print anather ESA, login to e-GRET with your user name and password. Your temporary Home Page (until your
account is activated) contains a link to the printable document.

13
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H90as = Welcome to e-GGRT (Ref# 21372) - Message (Plain Text) P -
Message I
o = - T P | = 3 fAFind
| :!<' 1 e ‘za Safe Lists 1!'P ; ;
L 3 Ll e = & =i g 13 e
Reply Reply Forward —Delete Moweto Creste  Otner BIOCK | Yot junk  Categonze Follow Markas
to All Folder- Rule Adions- || Sender = Up~ Unread b Select *
Respond Actions Junk E-mall i Cptions r Find
From: egrethelpdest Segret. saic.com Sent:  Thu /23010 3:42 PM
Tar smithjditest.cam
e
Subjet: ‘Welcome to e-GGRT [Rete 21370

& Notice from EPA"s Electronic Greenhouse Gas Reporting Tool (e-GGRT)

You have successfully created am e-GGAT user account.

.

While you can now login to e-GGRT, you will not be able to use the reporting tool until EPA has received and
processed your Electronic Signature Agreement form (ES4)Y. IFf you have not already done so, logim to 2-GGRT to

print, sign and wail the fors To EPA.

Mail address:

2-GERT Help Desk, SAIC, §381 Greensboro Drive, Mail Stop E-11-2, Mclean, VA 22182.

Courier Address:

e-GGRT Help Desk, SAIC, 8381 Greensboro Drive, Mail Stop E-11-2, Mclean, Va4 22182

If you believe you received this message im error, or have guestions, please contact the Help Desk at
egrethelpdeskgegret.saic.com, or by calling ${helpdesk.phone}, monday through Friday during regular business hours.

4| m

Once you have
completed the first part
of user registration, e-
GGRT will notify you
by email.

14
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et G
123 rﬁ‘fﬂﬁﬂ
Argakere, AL 12375

e~GGRT Heth Desk
8307 Greensbors Drive
Mot Stap £-77-2
Melear, A 22702

After you sign and date the Electronic For legal reasons,
Signature Agreement, please mail the you must mail the
completed form as soon as possible. signed original.
Email or FAX
Your access to e-GGRT will be limited until copies are not
this form is received and processed. acceptable.

15
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Jl:'n\ Il ) 5 &« & |5 e-GGRT: EPA has received your ESA - You can now use e-GGRT (Ref# 21373) - Message (Plain Text) = b4
—) Message 7]
' L1 ; [ = 3. H#Fnd
= Sate Lists =
& ¥ 3 x (W _1 % B —"I# R @ Related -
Aeply Reply Forward Delete Moweto Create Other Block Mot Junk Categorze Follow Mark as
to Al Folders Rule Actions = || Sender — - Up* Unread kW Seled~
Respond Adtions lunk E-mail IF] Options F] Find

Fram: Eg'ehd:de*@eg’el.sd:.mﬂ Sent: Thu 9232010 3:44 PM
Ta: smithjEtest.com
o
Subject: e-LGRT: EPA has received your ESA - Fou can now use e-GGRT [Refs 21373)

& Motice from EPA's electronic Greenhouse Gas Reporting Tool (e-GGRT) =
EPA has received your e-GGRT Electronic Signature Agreement (ESA) form.

vou may now login and begln to wse e-GGRT, lncluding reglsterlng facilitles or suppllers, and accepting e-GGRT
invitations to be a Designated Representative or Agent.

Go to §{legin.url} to start using e-GGRT.

If you belleve you recelved thls message In error, or have guestlions, please contact the Help Desk at 1
egrethelpdeskilegret.saic.com, or by calling ${helpdesk.phone}, Monday through Friday during regular business hours.
This is the security footer.

l@e19

21373

-

4 m ]
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After the e-GGRT Help
Desk receives and
processes your signed
Electronic Signature
Agreement, e-GGRT
will notify you with a
second email.

Once you have
received the second
email, you can log into
the e-GGRT system
and begin to use it.

16
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Conclusion

« Key Points
— e-GGRT will guide you through the registration process

— If you already have a CDX user id, you don’t need a new e-
GGRT user id.

— Before you can use e-GGRT, your signed and dated Electronic
Signature Agreement must be received and processed.

e Questions?
— ghgreporting@epa.gov
— 1-877-444-1188

17



